We experimentally demonstrate a real-time optical quantum random number generator by measuring vacuum fluctuation. Analysis towards the impact of practical system components is done to obtain higher min-entropy, in which min-entropy represents extractable quantum randomness. The corresponding min-entropy is calculated as 6.93 bits per sample in our experiment when system components' parameters are suitably adjusted. To bridge the speed gap between the fast randomness generation and the slow randomness extraction, we propose an optimized extraction algorithm based on parallel implementation of Toeplitz hashing to reduce the influence of classical noise due to the imperfection of devices. Notably, the final rate of real-time randomness extraction reaches the highest speed of 6 Gbps. And this supports the generation of 6 Gbps real-time random numbers, which is the fastest among the reported experiments based on the same entropy source.
I. INTRODUCTION
Random numbers are the basis for applications in statistics, simulation [1] , cryptography [2] and fundamental science [3] . The randomness of random numbers will directly affect the overall security of corresponding application systems. Classical random number generation methods, for example pseudo random number generators (RNG) based on determined algorithms [4] , provide a cost-efficient and portable method to produce pseudo random numbers at a high speed, which satisfies the demand for random numbers of most applications. However, due to the deterministic and predictable features of the algorithms, pseudo RNG are not suitable for certain applications where true randomness is required. In cryptography applications, random numbers with untrusted randomness will result in safety issues, since hackers can access the information of random numbers and thus crack the encryption systems [5] . The rapid development of quantum cryptography technologies such as quantum key distribution [6] [7] [8] [9] [10] which require secure, real-time and high-speed random number generation, unarguably accelerate the researches about true random number generation.
Distinct from pseudo RNG, the optical quantum random number generators (QRNG) based on the intrinsic randomness of fundamental quantum processes are guaranteed to produce nondeterministic and unpredictable random numbers [11] [12] [13] [14] . Such advantages attract researchers' attention and many related generator protocols are proposed. And substantial practical QRNG protocols have been demonstrated to realize high-speed random number generation with relatively low cost, including measuring photon path [14, 15] , photon arrival time [16] [17] [18] [19] [20] , photon number distribution [21] [22] [23] [24] , vacuum fluctuation [25-28, 30, 31] , phase noise [32] [33] [34] [35] [36] [37] [38] [39] and amplified spontaneous emission noise of quantum states [40] [41] [42] [43] [44] , etc. Typically, protocol based on the measurement of vacuum fluctuation is a more applied and valuable QRNG protocol, for * Corresponding author: yusong@bupt.edu.cn its convenience of state preparation, insensitivity of detection efficiency and high generation speed.
In this paper, we propose an optimized optical QRNG scheme based on measuring vacuum fluctuation. Analysis toward the influences of each system component are performed, to help achieve a higher randomness extraction ratio so as to reduce the influence of classical noise and increase the secure random number generation speed. To fill the gap between the rapid randomness generation and the slow randomness extraction, we propose an optimized Toeplitz hashing [45, 46] algorithm to support the realization of high-speed generators. And the final real-time random number generation rate can finally reach 6 Gbps, which is much faster than the ever reported 2 Gbps scheme [27] based on the same entropy source. The final generated random bits sequences have passed the NIST tests.
II. BOUND OF EXTRACTABLE QUANTUM RANDOMNESS
In this section, the methods to quantify and increase the extractable quantum randomness of QRNG based on measuring vacuum fluctuation will be discussed. Since the QRNG system contains of four main modules, which are the entropy source, the balanced homodyne detector, the analog-to-digital converter (ADC) and the randomness extractor, we will illustrate how we can increase the secure randomness extracting bound by adjusting the parameters of different modules and thus improve the system performance.
A. Quantum randomness evaluation
In our framework, the QRNG exploits the quantum uncertainty of continuous observables, which is quadrature amplitude of vacuum state to generate true random numbers [25] . The measurement of the quadrature amplitude collapses the ground-state wave function, which is a Gaussian function centered around x = 0, into quadrature eigenstate. The asso- ciated outcome named M obeys Gaussian distribution. For ideal cases, the measurement output M equals to the quadrature amplitude of the vacuum state. While practical imperfect devices used in QRNG systems will inevitably introduce classical side information E to the measurement results, such as electronic noise. The superimposition will lead to the security compromise of final random numbers, for the adversary, in principle, can control or monitor the classical noise and gain partial information about the raw data numbers. We consider the measured signal as M = Q + E. Q and E can be modeled as two uncorrelated Gaussian distributions, respectively. Thus the conditional probability of M with a Gaussian distribution is given by
for m ∈ M and e ∈ E, where the measurement variance σ 2
To eliminate the effect of classical noise involved in the raw data and obtain more true random numbers, we refer to the notion of min-entropy to evaluate the secure bound of secure random numbers that can be extracted from raw data. Minentropy characterizes the maximum probability of correctly guessing the outcome sequences and it helps to get the lower bound of secure random numbers can be extracted from raw data. The min-entropy for variable X with a probability distri-bution of P X (x i ) is defined as:
So the corresponding extractable randomness of our measurement outcomes conditioned on the existing classical side information can be written as:
The reality of imperfect devices, such as inevitable classical noise, coarse-grained homodyne measurement, will undoubtedly influence the measurement results of M and E and thus influence the analysis of H min (M|E). This drives us to do a further research of the influence of different components. And we seek for a higher and more secure extracting bound by adjusting the parameters of these components.
B. Methods for increasing the bound of extractable quantum randomness
For an actual QRNG system, its random number generation speed can be described, in unit of bits per second, as
where S represents the sampling frequency. Obviously larger sampling frequency S and H min (M|E) can lead to a higher generation speed. In Ref. [26] , the sampling frequency is determined as 2 f 0 /N to achieve a lower correlation between samples, where f 0 is equal to the 3 dB cut-off frequency of the homodyne detector and N is a positive integer. Thus the equation can be transformed as
Here, we focus on promoting H min (M|E). The generic flow of QRNG system is as follows. The quadrature amplitude of the vacuum state is regarded as the entropy source; the detection is realized by a homodyne detector and sampled by the ADC; and the measurement result is processed by a randomness extractor. Steps can be conducted to promote the achievable H min (M|E) when certain components of the system are determined and unchangeable.
As the Eq. (3) shows, H min (M|E) is positively related to the value of σ Q . We assume the variance of initial vacuum fluctuation is σ 2 V , the LO power is P and the gain of the homodyne detector is A. In this context, the variance of amplified vacuum fluctuation can be described as
where k is a constant coefficient resulting from factors such as the bandwidth limitation of the detector and so on. Obviously, increasing optical power and detector gain performance can enlarge σ 2 Q thus increase H min (M|E). Since the gain of a given detector is confirmed, a greater σ 2 Q can be achieved when we input the LO light with higher power according to Eq. (6).
Generally, an n-bit ADC would be used to quantize the analog signals. For an ADC with fixed input voltage range, promoting the LO power does not necessarily increase max x i ∈X P X (x i ). And analysis has been done in Ref. [28, 29] on the relation between signal and dynamic input voltage range. As shown in Fig. 1 , the 8-bit ADC with different dynamic input voltage ranges can finally get different max
Signal output from the detector will accumulate in the quantized two side bins when the input LO power is overlarge. The wrong maximum probabilities gained on the two side bins may be larger than the value of 2πσ 2
, which leads to the overestimation of H min (M|E). On the contrary, if the input LO power is too small, the output signal of homodyne detector only occupies the central several bins, which is of low precision and leads to a low generation speed. In general, the ADC input voltage range R is set at least eight or ten times of σ Q to get a secure max
The finite sampling precision prevents the ADC from perfectly recovering signal, resulting in the deviation of the signal and the underestimation of σ 2 Q . We assume the dynamic range of the n-bit ADC is w times of σ Q , then the quantified result will have a maximum probability value of w 2 n · √ 2π . And thus H min (M|E) = n + 1 2 log 2 π + 1 2 − log 2 w, which linearly increases with n when w is determined. 
III. REAL-TIME RANDOMNESS EXTRACTION ALGORITHM
The existence of classical noise in the practical system reduces the security of raw data, so a corresponding random extraction operation is necessary for a practical QRNG system to eliminate the influence of classical noise. And universal hashing functions, such as Toeplitz hashing [46] , are proved to be informational-secure [47] . They are widely used in randomness extraction. However, for a real-time system, the extraction rate is the bottleneck of the whole system. So it is very important to design a high-speed random extraction algorithm so as to improve the overall performance of the system.
Generally, a binary Toeplitz matrix T with a size of j×k can be constructed by j+k −1 random bits for the reason that each descending diagonal of Toeplitz matrix is the same. And j true random bits will be generated each time by multiplying T with k-bit raw random numbers named D, which means each time k/n samples are gathered and extracted into j true random bits when the sampling precision of ADC is n. And the relation between j and k can be usually given by j ≤ k · H min (M|E).
The parallel computing advantages of field programmable gate array (FPGA) make it widely used in high-speed computing applications. However, it is difficult for FPGA to perform large-scale matrix computing directly due to the limitation of FPGA resources. To meet the needs of higher performance applications, we design an optimized Toeplitz hashing extracting algorithm by taking full advantage of the concurrent computing character to realize a high-speed QRNG generation. The multiplication operation of T and D can be transformed into the exclusive or operation between columns of T , which is shown in Fig.2 . We name the ith bit of D as D i and ith column of T as T i . We assume Z 0 equals to 0 and when D i is 1, the FIG. 3. Experimental demonstration of real-time optical QRNG based on vacuum fluctuation. The CW beams emitted by the laser diode enter one input port of the 50:50 BS. The other input port of the BS is blocked to provide the vacuum state. And a following measurement operation is realized by a homodyne detector and an ADC. The measurement result is finally processed by a randomness extractor to distill the final random bits.
And the output d is the final extracted j-bit random numbers. Generally, the FPGA platform supports calculation speed C that is much slower than the sampling frequency S . So it is necessary to transform the high speed n-bit raw data into multiply low speed preprocessed k-bit data blocks through FIFO. Obviously, it will take k/n clocks to prepare a k-bit data block and it will take k clocks to accomplish randomness extraction of this data block. And it is reasonable that S · n/C such calculation modules are cyclically called to realize extraction operation with a synchronized clock of C. With such a configuration, real-time Toeplitz hashing randomness extraction is achieved in the FPGA.
In the previous work, different algorithms are implemented in several platforms. The realization based on fast Fourier transform that implemented in CPU platform gets a relatively low processing speed of 441 kbps [34] or 1.6 Mbps [36] . And a relatively high speed can be achieved by the block operation algorithm on the FPGA platform, which has a real-time extraction rate of 3.36 Gbps [38] . Compared with these designs, our optimized Toeplitz hashing extraction algorithm simplifies the process of computing, and finally can realize 6 Gbps real-time randomness extraction.
IV. EXPERIMENTAL IMPLEMENTATION
To realize a practical secure, real-time and high-speed QRNG, we build a prototype system with an optimized realtime randomness extraction to generate true random numbers by measuring vacuum fluctuation. The block diagram is shown in Fig.3 .
A 1550-nm fiber-coupled laser (NKT Basic E15, linewidth 100 Hz) serves as the LO and is connected to one input port of the 50:50 beam splitter. While the other input port is blocked to provide the vacuum state. The two output ports of the beam splitter are optically coupled to the two input ports of a balanced homodyne detector (Thorlabs PDB480C, measurement bandwidth limited to 1GHz by low-pass filter). The measure-ment results of the balanced homodyne detector are finally sampled by a 12-bit ADC (ADS5400, sampling frequency 1 GHz and input voltage range 1.5 VPP) to acquire the raw data in real-time. A following randomness extractor based on the optimized algorithm is used to perform extraction simultaneously with raw data acquiring.
A suitable LO power maximize the extractable randomness H min (M|E) as Eq. (6) and Eq. (3) introduced. It illustrates that a greater difference between σ 2 M and σ 2 E results to a larger H min (M|E). The LO power is increased by adjusting the variable attenuator from 0 mW with a step size of 0.5 mW to seek for the optimal σ 2 Q . Simultaneously the voltage variance of each measured raw data is calculated and recorded, as shown in Fig.4 . When the LO power is set to 0 mW, the measured voltage variance of the raw data is treated as σ 2 E , which has an average calculated value of 3.13e −5 V 2 . And Fig.4 indicated that the voltage variance of the raw data enhances linearly with LO power in the range of 0 mW to 9.5 mW. The slope of the trend curve will decrease when the LO power is larger than 9.5 mW. An average σ 2 M value of 3.16e −4 V 2 can be obtained by setting the LO power to 9.5 mW. And H min (M|E) is thus calculated as 6.93 bits per sample or 0.61 bits per raw data bit, which means that 57.75% random bits can be generated from each sample.
And the bandwidth of the homodyne detector affects the sampling frequency, that is, a suitable sampling frequency 2 f 0 /N minimizes the autocorrelation between raw data numbers. As shown in Fig.5 , we can see that the power of vacuum fluctuations is well above that of the electrical noise within the 3 dB bandwidth range f 0 , which is approximately 0-1 GHz. And the average difference between quantum noise and classical noise is 10.04 dB when the LO power is set to 9.5 mW. The following 12-bit ADC with a sampling frequency of 1 GHz then quantifies the signals into digital data. And 96 extracting operation blocks with a synchronized calculation frequency C of 125 MHz are performed in parallel on FPGA in real time. For our implementation of Toeplitz hashing extraction, we set j = 256 and k = 512 so that the extraction ratio is j/k=50%, which is smaller than 57.75% derived from the calculated H min (M|E).
Thus the information theoretic security bound ε, which means the statistical distance between the extracted random sequence and the uniform sequence, can be calculated by the leftover hash lemma, j = k · H min (M|E)/n − 2 · log 2 (1/ε). The calculated ε is approximately 2 −20 . With such configuration, the real-time random number generation rate can finally achieve 6 Gbps. The final generated random bits sequences have passed all the NIST tests. And the test result is shown as Fig. 6 .
V. CONCLUSION AND DISCUSSION
In this paper, we have proposed and experimentally demonstrated a high-speed, security-proved and real-time random number generation system by analyzing the influence of system components. And then we focus on enhancing the minentropy to promote the randomness generation speed. In particular, an optimized random extraction algorithm is proposed and realized to bridge the speed gap between fast randomness generation and slow randomness extraction. The extraction operation eliminates potential security issues caused by classical noise. And the final real-time random number generation speed reaches 6 Gbps which is much faster than the ever reported 2 Gbps scheme based on measuring vacuum fluctuation.
The LO power is assumed to be constant and it is relatively stable in our experiment. But the LO power fluctuation should be investigated in further research, for the LO power can be influenced or even controlled by Eve in practical issues. Meanwhile, further research can be done by proposing various defense methods against hacker attacks, such as real-time min-entropy monitoring, to enhance the practical security of quantum random number generators.
